We claim: 



1. In an interactive system for 
managing access via a global communications 
network by one or more users to a secured location 
comprising in combination: 

5 an entry control device assigned 

for use in gaining access to said location by each 
said user; 

data processing means having a 
plurality of databases, each of said databases 
10 requiring a different level of access to said 

location; 

means for assigning a password to 
each said user corresponding to one of said levels 
of access; and 

15 each of said databases having one 

or more functions selectable by each said user 
according to said user's password. 

2. In a system according to claim 1 
wherein said devices are tangible items containing 
encoded criteria. 

3. In a system according to claim 2 
wherein said encoded criteria are assigned to each 
said user. 
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4 . In a system according to claim 2 
wherein said tangible items are selected from the 
group consisting of a key, access card, chip and 
bar codes. 

5. In a system according to claim 1 
wherein said devices are intangible objects 
assigned to and in possession of each said user. 

6* In a system according to claim 5 
wherein said objects are selected from the group 
consisting of code numbers, PIN numbers and code 
words or phrases. 

7. In a system according to claim 1 
wherein said location includes an accessway having 
a locking member which must be unlocked to gain 
access to said location. 

8. In a system according to claim 6 
wherein said location includes a security system 
which requires one of said objects to gain access 
to information in said system. 

9. In a system according to claim 1 
wherein one of said different levels of access is 
selected from the group consisting of a key, card 
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and padlock combination. 



10. In a system according to claim 1 
wherein one of said different levels of access 
includes the ability to configure said device for 
said location. 



11. In a system according to claim 1 
wherein one of said different levels of access 
includes the ability to determine which of said 
users is allowed access to one of said secured 
locations . 



12. In a system according to claim 1 
wherein said functions include adding, modifying, 
deleting and viewing entries from each of said 
databases . 



13. In a system according to claim 12 
wherein profile means is provided to control 
access of each said user to said database entries. 



14. In an interactive system for 
managing access via a global communications 
network by one or more users to one or more 
secured locations comprising in combination: 

an entry control device assigned 
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to each said location for use in gaining access by 

each said user; 

data processing means having a 

plurality of databases whereby each of said 
databases has a different level of access to each 

said locations- 
means for assigning a password to 

each said user corresponding to one of said levels 

of access; and 

access control means for maintaining 

said devices, locations and users in a real time 

mode . 

15. In an interactive system according 
to claim 14 wherein each said user is assigned a 
password to enable the user to gain access to said 
location and to define said level of access to 

each said data authorized for said user. 

16. In a system according to claim 14 
wherein said devices are tangible items containing 
encoded criteria, said encoded criteria being 
assigned to each said user, and said tangible 
items being selected from the group consisting of a 

key, access card, chip and bar codes. 



17. In a system according to claim 14 



wherein said devices are intangible objects 
assigned to and in possession of each said user, 
and said objects are selected from the group 
5 consisting of code numbers, PIN numbers and code 

words or phrases. 

18. In a system according to claim 14 
wherein each said secured location includes an 
accessway having a locking device which must be 
unlocked to gain access to said secured location, 

5 and said secured location includes a security 

system which requires one of said devices to gain 
access to information in said system. 

19. In a system according to claim 14 
wherein one of said different levels of access is 
selected from the group consisting of a key, card 
and padlock combination. 

20. In a system according to claim 15 
wherein one of said different levels of access 
includes the ability to configure said device for 
said secured location. 

21. In a system according to claim 15 
wherein one of said different levels of access 
includes the ability to determine which of said 
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users is allowed access to said secured location. 



22. In a system according to claim 15 
wherein said functions include adding, modifying, 
deleting and viewing entries from each of said 
databases . 

23. In a system according to claim 22 
wherein access control means is provided to 
control access of each said user to said databases 
according to said password assigned. 

24. In a system according to claim 15 
wherein said access control means is operative to 
display records of each of said devices for said 
location and to display information pertaining to 
ownership and other associated data for each of 
said devices. 

25. In a system according to claim 24 
wherein said access control means is operative to 
display information relating to one of said 
devices which is lost or stolen. 

26. In a system according to claim 24 
wherein said access control means is operative to 
display said data entries in real time. 
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27. An interactive system for managing 
access by one or more users to at least one 
secured location wherein a key is assigned to said 
location for use in gaining access to a particular 
5 part of said location by each said user comprising 

in combination: 

data processing means having a 
plurality of databases wherein each of said 
databases requires a selected level of access to 
10 said location; 

means for assigning a password to 
each said user corresponding to one of said 
levels; and 

each of said databases having one 
15 or more functions selectable by each said user 

according to said user's password. 

28. A method for managing access by 
one or more users to an access control system for 
at least one secured location comprising the steps 
of: 

5 assigning an entry control device 

to said location for use in gaining access by each 
said user; 

providing a plurality of databases 
wherein each of said databases defines a different 
10 level of access to said location or to data 
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relating to said locations- 
assigning a password to each said 
user which corresponds to one of said levels; and 
providing one or more functions in 
15 each of said databases from which each said user 

can select. 

29. The method according to claim 28 
characterized by the step of interactively 
communicating between each said user and said 
databases . 

30. The method according to claim 28 
including the step of maintaining said devices, 
locations and users in a real time mode. 

31. The method according to claim 28 
wherein said functions include the steps of 
adding, modifying, deleting and viewing data 
entries from each of said databases. 

32. The method according to claim 28 
comprising the step of dynamically linking said 
databases and said user via a global 
communications network. 

33. The method according to claim 32 
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including the step of maintaining current and 
historical data on each of said devices, locations 
and users. 

34. The method according to claim 32 
including the steps of selecting a function to be 
performed and verifying that the function selected 
is authorized. 

35. The method according to claim 28 
including the step of looking up in said database 
to determine if said user is authorized to have 
access to one of said levels of access. 

36. The method according to claim 28 
including the step of providing information 
relating to a device which has been found. 

37. The method according to claim 28 
including the step of providing information 
relating to a device which has been lost. 

38. The method according to claim 37 
including the step of providing information 
relating to said stolen device. 

39. The method according to claim 28 
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including the step of providing information 
relating to current status of devices for said 
different levels of access at each said location. 



40. The method according to claim 28 
including the step of adding one of said devices, 
locations, and users to one of said databases. 

41. The method according to claim 28 
including the step of recording the addition of a 
key blank. 

42. The method according to claim 28 
including the step of ordering one of said 
devices . 

43. The method according to claim 28 
including the step of adding an additional access 
control system to said database. 
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INTERACTIVE KEY CONTROL SYSTEM 
AND METHOD OF MANAGING ACCESS TO SECURED LOCATIONS 



Abstract of the Disclosure 

5 An interactive method and system for 

managing access to one or more secured locations by 
one of more users via a global communication network 
which comprises software made up of a plurality of 
databases, each of the databases requiring a 

10 different level of access to the secured locations 

as well as being able to perform one or more 
functions at each different level of access, and a 
key or other entry control device is assigned to 
each user for use in gaining access to one or more 

15 of the locations at a predetermined level of access 

assigned to that user, the system as described being 
capable of being added to, deleted in whole or in 
part, or modified, and the databases are capable of 
maintaining the status of the entry control devices, 

20 locations and users in a real time mode for 

instantaneous access , maintenance and control 
anywhere in the world. 
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